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1. General Description of DApps-TAP

For NuDOG-301C, NuDOG-801/802 and NuDOG-101T, all data streams between two network ports can
be duplicated and sent to PC via mini USB port for monitoring and analyzing. Users can specify conditions
to filter the packets wanted by DApps-TAP application software. It reduces USB port’s network traffic and
also cuts down PC resource consumption while dealing with large quantity of packets.

DApps-TAP is designed for Xtramus Technologies NuDOG series handheld Ethernet testing devices listed
in the table down below:

Devices Supporting DApps-TAP
NuDOG-301C | NuDOG-801/802 | NuDOG-101T

Also, please make sure that your PC meets the requirements listed in the table down below before
installing DApps-TAP.

0S Windows XP | Windows Vista/7/8/10
CPU Pentium 1.6GHz or higher
RAM 1.0GB RAM ‘ 1.5GB RAM
HDD 10 GB Available Space

* Note: Large amount of data will be generated while running DApps-TAP. It is recommended to
preserve enough available Hard-Disk space to store these data.

Please see the sections down below for detailed information regarding to NuDOG-101T, NuDOG-801/802
and NuDOG-301C.

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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2. NuDOG-301C Descriptions

2.1. NuDOG-301C Overview

NuDOG-301C is a handheld device with two Gigabit ports for
Ethernet testing. The main functions of NuDOG-301C include
multi-streams generation, TAP/Loopback test, and NIC

emulation.

Connecting NuDOG-301C to its mini-USB port makes it
possible for system configurations and managements.

NuDOG-301C is an ideal device for in-field testing.

NuDOG-301C can work along with a series of utility software

Test Instruments and Networks

that qualify industrial standards such as RFC 2544 and RFC 2889S. With these utilities, NuDOG-301C is
able to conduct throughput test, latency test, error filtering test, forwarding test, and so on. Utility software

can provide a user-friendly interface for different test configurations when setting test parameters and

criteria. More optional software is available for extended test requirements.

With its unique Universal Stream Counter (USC), NuDOG-301C offers real-time statistics of network

events during packet monitoring and capturing.

With these advantageous features, NuDOG-301C is your best partner for LAB researching and in-field

troubleshooting.

NuDOG-301C block diagram

Test
< Port #2 >
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2.2. Features & Advantages of NuDOG-301C

» Hardware based wirespeed streams generation, analysis, network TAP and NIC

» High precision performance for measuring throughput, latency, packet loss and disordered sequence

» Wirespeed traffic capturing with programmable filter and trigger criteria

» Supports Universal Stream Counter (USC) with 128 streams

» RFC 2544 test suite

» RFC 2889 test suite

» Layer 1 and Layer 2 loopback test

» High precision 1 ppm temperature-compensated oscillator provides accurate clock speed to ensure
the reliability of the tests

» Adding errors in transmitted traffic to simulate and test abnormal situations

» Real-time statistics for each port, including transmitted/received frame for VLAN, IPv4, IPv4 fragment,
IPv4 extension , ICMP, ARP, total bytes/packets, CRC, IPCS error and over-and-under size frames

» Utility software with user-friendly interface that supports various parameter configurations and meets
various test requirements

» 512Mbits wirespeed packet capture buffer per port

2.3. NuDOG-301C Applications in Different Modes

Stream Generation Mode

Streams Generation Mode

Streams A

A
¥

T 3
y

Streams B

USB l
Streams Generation :
Application Software
N

In Streams Generation mode, NuDOG-301C generates bi-directional network streams for test

requirements as the illustration above.

Both NuDOG-301C's Port A and Port B can generate and receive test streams. The test streams are sent
and returned to the same NuDOG-301C for DUT (device under test) analysis.

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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TAP/Loopback Mode

Network TAP Mod
-
& ’;,

Bi-directional A& B Traffic

Uni-directional ' ’>

Traffic A->B is —

Tapped Network B
Network TAP

Application Software

TAP Mode

Loopback Mode
Packet Generator

Loopback Mode

In TAP mode, NuDOG-301C can monitor any data that flows through it. Network TAP is a method of
monitoring network’s situation dynamically without interference. NuDOG-301C can tap bi-directional or

uni-directional traffic from different sides (port A and port B) and also provides abundant packet counters.
In Loopback mode, NuDOG-301C resends the incoming streams back to the source.

NIC Mode

NIC Mode

USB

Using one NuDOG-301's
port as network connection

In this mode, NuDOG-301C simulates network interface card (NIC).

www.xtramus.com
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2.4. NuDOG-301C Interface Ports

NuDOG-301C Hardware Overview
A LEDs LEDs that displays NuDOG-301C’s status.
5 Pin Mini-B Receptacle USB Port. You can manage, configure, or
update firmware/FPGA when connecting NuDOG-301C to your PC.
While under TAP mode, this mini-USB port can also re-direct tapped
packets to PC.
Power Jack 12V DC Power Jack for connecting external power adapter.
Cooling FAN Fan hole with internal fan for ventilation.
Diagnostic Port |8-Pin Mini-DIN Receptacle Diagnostic Port
Port B - SFP Port (1000 Mbps Full Duplex SFP Port B Only one port can be
Port B - RJ45 Port |10/100/1000 Mbps Half/Full RJ45 Port B |used at the same time.
Port A - SFP Port [1000 Mbps Full Duplex SFP Port A Only one port can be
Port A - RJ45 Port 110/100/1000 Mbps Half/Full RJ45 Port A |used at the same time.

*Please note that when connecting NuDOG-301C with PC viaits USB port, DO NOT use a USB hub, and
DO NOT connect NuDOG-301C with PC before NuDOG-301C is powered on.

B| Mini-USB Port*

e ESolE ull=lle)
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2.5. NuDOG-301C LED Status

LED Status Description
.. | Green Blinking |Power is ON and working properly
Power/Fail Yellow Blinking |System failed
USB Green Blinking |USB of this device is linked to PC
Green NuDOG-301C is working under Stream Generation Mode
SG/TAP Yellow NuDOG-301C is working under TAP Mode
OFF NuDOG-301C is working under NIC (Network Interface Card) mode
Capture A/B Green Port A/B is under Capturing Mode
Link/ACT Green.Ol\_I The RJ45 Port _is conneqtgd to DUT/[\I_etwork
Green Blinking |[NuDOG-301C is transmitting or receiving data
Green ON 1000Mbps connection
Speed Green Blinking |100Mbps connection
OFF 10Mbps connection if Link/ACT is ON or blinking

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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3. NuDOG-801/802 Descriptions

3.1. NuDOG-801/802 OVERVIEW

NuDOG-801/802 is a handheld device with two 10 Gigabit SFP+
Ports for Ethernet testing, and NuDOG-802 also supports 10G
/5G/2.5G/1G/100Mbps electrical port with specific NBase-T
copper SFP+ transceiver. The main functions of NuDOG-801/802
include multi-streams generation and NIC emulation.

Connecting NuDOG-801/802 to its Standard-B Receptacle USB
Port makes it possible for system configurations and
managements. NuDOG-801/802 is an ideal device for in-field

testing.

NuDOG-801/802 can work along with a series of utility software that qualify industrial standards such as
RFC 2544 and RFC 2889. With these utilities, NuDOG-801/802 is able to conduct throughput test, latency
test, error filtering test, forwarding test, and so on. Xtramus’ utility software provides a user-friendly
interface for different test configurations when setting test parameters and criteria. More optional software

is available for extended test requirements.

With its unique Universal Stream Counter (USC), NuDOG-801/802 offers real-time statistics of network

events during packet monitoring and capturing.

With these advantageous features, NuDOG-801/802 is your best partner for LAB researching and in-field

troubleshooting.

NuDOG-801C block diagram
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3.2. Features & Advantages of NuDOG-801/802

» Hardware based wirespeed streams generation, analysis, and NIC

» High precision performance for measuring throughput, latency, packet loss and disordered sequence

» Wirespeed traffic capturing with programmable filter and trigger criteria

» Supports Universal Stream Counter (USC) with 256 streams

» RFC 2544 test suite

» RFC 2889 test suite

» High precision 1 ppm temperature-compensated oscillator provides accurate clock speed to ensure
the reliability of the tests

» Adding errors in transmitted traffic to simulate and test abnormal situations

» Real-time statistics for each port, including transmitted/received frame for VLAN, IPv4, IPv4 fragment,
IPv4 extension , ICMP, ARP, total bytes/packets, CRC, IPCS error and over-and-under size frames

» Supports IPv6

» Utility software with user-friendly interface that supports various parameter configurations and meets
various test requirements

» 32 Capture Blocks for each Test Port

3.3. NuDOG-801/802 Applications in Different Modes

Stream Generation Mode

Streams Generation Mode

Streams A

£

A

Streams B

USB l
Streams Generation r =
Application Software '

P

In Streams Generation mode, NuDOG-801/802 generates bi-directional network streams for test
requirements as the illustration above.

Both NuDOG-801/802’s Port A and Port B can generate and receive test streams. The test streams are
sent and returned to the same NuDOG-801/802 for DUT (device under test) analysis.

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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TAP/Loopback Mode

Network TAP Mode

Network A
Bi-directional A< > B Traffic '
o P
Uni-directional w )
Traffic A->B is i
Tapped Network B

Network TAP
Application Software

TAP Mode

Loopback Mode

Packet Generator

Loopback Mode

Test Instruments and Networks

In TAP mode, NuDOG-801/802 can monitor any data that flows through it. Network TAP is a method of
monitoring network’s situation dynamically without interference. NuDOG-801/802 can tap bi-directional or

uni-directional traffic from different sides (port A and port B) and also provides abundant packet counters.

In Loopback mode, NuDOG-801/802 resends the incoming streams back to the source.

NIC Mode

NIC Mode

Network Connection

& >
« L

Network

USB

Using one NuDOG3801’s
port as network connection

In this mode, NuDOG-801/802 simulates network interface card (NIC).

www.xtramus.com
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3.4. NuDOG-801/802 Interface Ports

NuDOG-801/802 Hardware Overview

A LEDs LEDs that displays NuDOG-801/802’s status.

5 Pin Mini-B Receptacle USB Port. You can manage, configure,
or update firmware/FPGA when connecting NuDOG-801/802 to
your PC. While under TAP mode, this mini-USB port can also
re-direct tapped packets to PC.

B Mini-USB Port*

C Power Jack 12V DC Power Jack for connecting external power adapter.
D Cooling FAN Fan hole with internal fan for ventilation.
E Diagnostic Port 8-Pin Mini-DIN Receptacle Diagnostic Port
10 Gigabit Wirespeed L
F 10 Gigabit Wirespeed SFP+ Port

SFP* Port

*Please note that when connecting NuDOG-801/802 with PC via its USB port, DO NOT use a USB hub,
and DO NOT connect NuDOG-801/802 with PC before NuDOG-801/802 is powered on.

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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3.5. NuDOG-801/802 LED Status

Y @ O ?LA T’B

Power Fail USB Error/Loss ink/AC

LED Status Description
Green Blinking |Power is ON and working properly
Yellow Blinking |System failed

usB Green Blinking |USB of this device is linked to PC
Yellow Blinking |CRC error or packet loss is occurring

Power/Fail

Error/Loss

OFF No CRC error or packet loss is occurring
Capture A/B Green Port A/B is under Capturing Mode
Link/ACT Green ON The SFP+ Port is connected to DUT/Network

Green Blinking |[NuDOG-801/802 is transmitting or receiving data

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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4. NuDOG-101T Descriptions

4.1. NuDOG-101T OVERVIEW

NuDOG-101T is a handheld device with two ports for Ethernet testing.
The main functions of NuDOG-101T include multi-streams generation,
TAP/Loopback test, and NIC emulation.

Connecting NuDOG-101T to its mini-USB port makes it possible for
system configurations and managements. NuDOG-101T is an ideal
device for in-field testing.

NuDOG-101T can work along with a series of utility software that
qualify industrial standards such as RFC 2544 and RFC 2889. With
these utilities, NuDOG-101T is able to conduct throughput test, latency

test, error filtering test, forwarding test, and so on. The utility software
provides a user-friendly interface for making different test configurations and setting test parameters and
criteria. More optional software is available for extended test requirements.

With its unique Universal Stream Counter (USC), NuDOG-101T offers real-time statistics of network
events during packet monitoring and capturing.

With these advantageous features, NuDOG-101T is your best partner for LAB researching and in-field
troubleshooting.

NuDOG-101 block diagram

Wirespeed Cross Forward Traffic
Test
< Port #2 >

Wire-speed 64 Transmit
Multi-Streams Generator Streams Counter

&= us20pHY
and < ﬁ > PC
Test DUT Clock Accuracy <::> peripherals
Port #1 10M / Calculator
100M
PHY
> Packet Analyzer ’ Port Counter ’

Data Integrity Checker ’

Packets Aggregation

>

128 set Universal <:> cPU
Stream Counters

256M bits
Capture Buffer
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4.2. Features & Advantages of NuDOG-101T

» Hardware based wirespeed streams generation, analysis, network TAP and NIC

» High precision performance for measuring throughput, latency, packet loss and disordered sequence

» Wirespeed traffic capturing with programmable filter and trigger criteria

» Supports Universal Stream Counter (USC) with 128 streams

» RFC 2544 test suite

» RFC 2889 test suite

» Layer 1 and Layer 2 loopback test

» High precision 1 ppm temperature-compensated oscillator provides accurate clock speed to ensure
the reliability of the tests

» Injecting errors in transmitted traffic to simulate and test abnormal situations

» Real-time statistics for each port, including transmitted /received frame for VLAN, IPv4, IPv4 fragment,
IPv4 extension , ICMP, ARP, total bytes/packets, CRC, IPCS error and over-and-under size frames

» User-friendly interface that supports various parameter configurations and meets various test
requirements

» 256Mbits packet capture buffer per port
4.3. NuDOG-101T Applications in Different Modes

Stream Generation Mode

Streams Generation Mode

Streams A

Streams B

USB l

Streams Generation
Application Software

In Streams Generation mode, NuDOG-101T generates bi-directional network streams for test
requirements as the illustration above.

Both NuDOG-101T’s Port A and Port B can generate and receive test streams. The test streams are sent
and returned to the same NuDOG-101T for DUT (device under test) analysis.

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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TAP/Loopback Mode

Network TAP Mode
Network A

¥ ::\>

Bi-directional A< > B Traffic

Network B

usB
Network TAP
Application Software
TAP Mode
Loopback Mode
Packet Generator

Loopback Mode

In TAP mode, NuDOG-101T can monitor any data that flows through it. Network TAP is a method of
monitoring network’s situation dynamically without interference. NuDOG-101T can tap bi-directional or
uni-directional traffic from different sides (port A and port B) and also provides abundant packet counters.
In Loopback mode, NuDOG-101T resends the incoming streams back to the source.

NIC Mode

NIC Mode

Network Connection

4

i " ~ Network

USB

Using one NuDOG-101's
port as network connection

In this mode, NuDOG-101T simulates network interface card (NIC).
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4.4. NuDOG-101T Interface Ports

NuDOG-101T Hardware Overview

A [Mini-USB Port for connecting NuDOG-101T to PC or for power supply.
B |LEDs that display NuDOG-101T’s system status.

C \Interface Port A/B for connecting NuDOG-101T to DUT or network.

*Please note that when connecting NuDOG-101T with PC via its USB port, DO NOT
use a USB hub.

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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4.5. NuDOG-101T LED Status

Capture

® e
B A

PG
e o

PWR USB

LED Status Description
Power Green Blinking |Power is ON and working properly
Yellow Blinking |System failed
USB Green Blinking |USB of this device is linked to PC
Green NuDOG-101T is working under Packet Generation Mode
PG/TAP Yellow NuDOG-101T is working under TAP Mode
OFF NuDOG-101T is working under NIC (Network Interface Card) mode
Capture A/B Green Port A/B is under Capturing Mode
Link/ACT Green.Ol\_I The RJ45 Port.is conne_ctf_ed to DUT/_N_etwork
Green Blinking |INuDOG-101T is transmitting or receiving data
Speed Green ON 100Mbps connegtion_ _ _ .
OFF 10Mbps connection if Link/ACT is ON or blinking

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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5. Installing/Uninstalling DApps-TAP

Please follow the steps down below to install DApps-TAP. Also, please note that DO NOT connect your
NuDOG-301C, NuDOG-801/802 or NuDOG-101T to your PC before DApps-TAP is properly installed on
your PC.

4
1. Double-click DApps-TAP installation program
ThppsTAE: and start the installation process*.
{v1.1b002 ¢

Preparing to Install...

Dapps-TAR w1, 1b00Z Setup is preparing the InstallShield
‘Wizard, which will guide vou through the program setup
process. Please wait,

Extracting: DApps-TAP v1,16002,msi 2. InstallShield Wizard is starting to install
I — DApps-TAP. If you would like to cancel

installation, click “Cancel”.

Welcome to the InstallShield Wizard for
DApps-TAP v1.1b002

The Installshield(F.) Wizard will install DApps-TAP v1.1b00Z on
wour cormputer, Ta conkinue, click Mesxt,

3. Click “Next” to continue installation.

WARNING: This program is protected by copyright law and
international treaties. I

= Back Cancel I

*Note: Due to different Operating Systems or system settings, warning messages might pop up when installing
DApps-TAP or driver for your device. When this occurs, please choose the options on these pop-up warning messages
that allow you to continue installing DApps-TAP or device driver.
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Installing DApps-TAP

{i% Dipps-TAP v1 16002 -

License Agreement

Please read the following license agreement carefully.

End User License Agreement j

IMPORTANT NOTICE
This is a license agreement hetween you (gither an individual ar a single entity) 4. Click “l accept the terms in the license

and Ftrarnus Technologies ("tramus™).

” H “ ” H
Before installing or using this software, please read the following license terms agreement ’ and click “Next” to continue.
carefully. By installing or using this software, you are deemed to accept this
license agreement. Do nat install or use this software if you do not accept ar

acree with these license terms.

& T accept the terms in the license agreement: Prink |

1 donot accept the terms in the license agresment

-

Inistal/shield

< Back. I Mext = I Cancel |

i Dipps-TAP w1 100

Customer Information

Please enter vour information.

Usetr Marme:
]

Organization:

! 5. You can input Username and Organization in
the related fields. Click “Next” to continue.

Inistal shield

< Back I Mext = I Cancel I

Setup Type

Choose the setup tvpe that best suits vour needs,

Please select a sstup type. 6. If you choose Complete option and click Next
button, a next step window will pop up for direct

Al prograrn Features will be installed. (Requires the most disk.

space.) install option.
" Custom If you choose Custom option and click Next
Choose which program Features wou wankt installed and where they
@ will be installed. Recommended for advanced users. button yOU W|” be able to ChOOSG the folder to

save this program on the next window.

InistallStield

= Back I Mext = I Cancel
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& Dapps-TAP v1 1h

Ready to Install the Program

The wizard is ready ko begin installation.

Click Install ko begin the installation.

IF wou want to review or change any of vour installation settings, dlick Back. Click Cancel to
exit the wizard.

7. DApps-TAP InstallShield Wizard will start
installing momentarily. Click “Install” button to
continue.

Inistal|Shiield

< Back Cancel I

B DApps-TAF v1.1h

Installing DApps-TAP v1.1b002

The program features vou selected are being installed.

Please wait while the InstalShield Wizard installs DApps-TAP w1.1b00Z, This
may take several minutes.

Skatus:

8. InstallShield Wizard is installing DApps-TAP.

Inistal shield

= Back et =

InstallShield Wizard Completed

The Installshisld Wizard has successfully installed DApps-TAP
- v1.1b002, Click Finish to exit the wizard,

9. DApps-TAP installation completes. Click Finish
button to exit.

= Back ane|
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You can uninstall DApps-TAP by:

Test Instruments and Networks

Uninstalling DApps-TAP

@ Set Program Access and Defauks

R wdows Catalog

Windows XP Professional

TAP v1 1b002

] USM_NuDOG-301_DApps-TAP_Y1.0_ENG
& Wekome to Xtramus

e Click Start > Programs > Xtramus
- DApps-TAP - Uninstall
DApps-TAP.

Chan

e or
Remove
Programs

4
Add New
Programs

™

AddfRemave
Windows
Components

[Zd Avira Antivir Personal - Free Antivirus
FileZila Client: 3.3.0.1
B Foxit Reader

IIEJ Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.17

(4.7

Set Program
Access and
Defaults

5 winPcap 4.0.2

1 Add or Remove Programs [ 1ol x|
Currently installed programs: T show updates Sort by: |Mame i
(4 ALzip Size  11.83MB

Size  110.00MB
Size  15.85MB
Size 5.54MB
Size  10.28MB
Size 0.15MB

¢ Go to the Control Panel, choose
DApps-TAP from installed program
list, and click “Remove” to uninstall.

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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6. DApps-TAP Overview

6.1. Starting DApps-TAP

Before starting DApps-TAP, your PC and NuDOG-301C/NuDOG-801/802/NuDOG-101T shall be
connected properly. The figure down below illustrates connecting PC and NuDOG-301C. You can
connect NuDOG-101T or NuDOG-801/802 with PC in the same manner, but DO NOT connect
NuDOG-301C or NuDOG-801/802 with PC before the device is powered on.

PC's USB Port

NuDOG-301C
Mini-USB Port

Connected via
USB Cable

PC with DApps-TAP Installed NuDOG-301C

There are two ways to start DApps-TAP:

Starting DApps-TAP

@ Sat Program Access and Defauks

815 Windows Catalog

WG DApps-TAP v1 10002 »| TS Dipps-TAP v1.16002
2y Uninstall DApps-TAP v1.1b002

7 mesnae = e Click Start - Programs - Xtramus -
DApps-TAP.

o Double-click DApps-TAP icon located on

your PC’s desktop.

www.xtramus.com sales@xtramus.com , techsupport@xtramus.com
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If your PC is not connected with NuDOG-301C/801/802/101T, you can still run DApps-TAP under Demo
Mode. Almost all DApps-TAP’s functions are available under Demo Mode. However, please note that
Demo Mode is for system demo purposes only, and does not serve any testing purposes at all.

When your PC cannot detect your NuDOG-301C/801/802/101T, a window as shown above will pop up
asking if you want to start the DApps-TAP in Demo mode or not, also a third option will pop up asking if
you want to re-install WinPcap for successfully run the DApps-TAP.

www.xtramus.com
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6.2. DApps-TAP Overview

5tatistics  Control s Hels

B — i : = #A
Recomnert | Cowntr | USCA  USCB | Chaat

| s
E ? NuDOG-101

Bl @ System Information
i@ SM - 0KDOG1010012
i@ MAC : 00:22:42:21 8000
% Pot & & Port B
-~ Captore Criteria
i Loopback
bomeee Alanm
£l By Port &
i Media Config : Auto 100M Full
B Media Status
i (O Link : Link Down
Speed :
Type :
() Fow Control : On
-0 Rate Control : Off

C_ Capture Criteria D_[il[{/}/:/ _fr_z_{ij\. [ — E

2 R
PoAB  Porih  PodE

Capture Buffer Mode : Standard
Capture Forward Mode : Block
Loopback : TAP mode
! Alarm : Off
B %,Port B
tome Medsa Config : Auto 100M Full
(== Media Status
i i) Link: Link Down
Speed :
Tupe
() Flow Control : On
O Rate Control : Off =
Capture Crifena
Capture Buffer Mode - Standard
Capture Forward Mode : Block
Loopback : TAP mode

Alaom ; Off -
. | »I_I XTRAMUS

Ij—j Connected l— F

General Operstion Frogram of Rapi Matri: Modul2e (1ar vindows XF f Vista)

DApps-TAP Functions Overview

The Menu Bar allows you to make settings about task criteria, view Counter
A Menu Bar . d , :
window, load/save settings you’'ve made, and change language displayed.

The Tool Bar contains buttons that allow you to reconnect your PC to
B Tool Bar NuDOG-301C/801/802/101T, make task/port configurations, view Counter,
USC A/B and Chatrts.

In the Information Field, you can view system information, making port

C| Information Field configurations, or view port and USC status on right side Main Display Screen.

Control Buttons/ |The Control Buttons allow you to start/stop tasks, and the Run Status Icon

Run Status Icon |indicates if there’s a task running.

You can make detail configurations and view real-time testing diagrams on the

Main Display Screen.

System Connection |This icon shows the connection status between your PC and NuDOG-301
Status /NuDOG-801/802/NuDOG-101T.

E Main Display Screen

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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7. DApps-TAP Functions
7.1. Menu Bar

File Config Statistes Contol Lenguages Help

DApps-TAP Menu Bar includes configuration options such as File, Config, Statistics, Control,
Languages, and Help. Please refer to the sections down below for detail information regarding to each

configuration option.

7.1.1. File
Load Defanlt Configuration
Load Saved Configunration
Bave Current Configuration
Bet Instant Mode Save Path to...
Exit
File

Load default |If you choose the Load Default Configuration option, the system will be restored to
configuration |the default configuration.

OF
Look Igncsktop :] e 05 R

= NewTester_New_DUT Device_2011_11_10_71_03_28

If you have a previously saved
configuration setting file stored in
your PC, you can load it and apply
all the setting you've made by
choosing “File 2 Load Saved
Configuration” from the Menu
Bar.

Load Saved
Configuration

All configuration files are saved in
the format of “ * .xml”.

=] Gpen |
Files of type | =] Cancel |

The Save current configuration function on the Menu Bar allow you to save the

settings you’ve made or the test results.

Save current
configuration |To save the settings you've made, choose “Save current configuration” from the

Menu Bar before performing any tasks, and choose the file path where you would like
to save the configuration file. Configuration files are saved in the format of “*.xml".

et Instant Mode Save Path fo... In this Optlon’ you Can Set the flle path
Set Instant ':IPEW“‘“ fle peth for Instart Mok Auto Save. for auto save function. Click Change
MOde Save CProgram Filesxramus'DApRs-TAR v1 1b002Report\Captureiinstant’ Change button to Choose a neW path’ and Apply
Path to... —l button to save the setting, or Cancel
Apply | :
button to close the window.

A prompt pop-up window will ask if
EXlt ? éﬁﬁ&ﬁ;ﬁrﬁ;;f?iPmloseallyourumaved. dats, or click NO o cancel yo_u are sure to _eXIt DAppS_TAP

Click YES to exit DApps-TAP, or
| click NO to cancel.
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7.1.2. Config

v Analves Mode
Counter Mode
Facket Mode

Port Configiration

Frame gap for URE transferring

Ciptiomns
7.1.2.1. Run Mode
Run Mode
Analysis Mode All the function of DApps-TAP is available.
Counter Mode The packets capture function and interface will rely on Wireshark software.
The packets capture function and interface will rely on others software. The
Packet Mode : .
Counter table will not show the status of capturing packets.

7.1.2.2. Port Configuration

Port Configuration

ot & Click the Flow Control bar to turn Port A/B’s Flow
et o | [t con Control On/Off.
Rate [0 s If you turn ON the Flow Control, the Rate Control
—PartB settings will be available. And when you turn On the
s e ——————— e ————— Rate Control, you may set the Rate between
. on 0 oft < on & Off
e [T saps 0.00~1000.00 Mbps.

After finishing the settings, please click Apply button to
F“E save the configuration, or click Cancel to close window
Changing settings here might cause Link Status changes and packet loss - -
without saving.

Al Cancel |

Port Configuration

Flowe Control  Packets of USB Burst Transfer

~Part &

fopcta In the Packets of USB Burst Transfer bar, you can set
the amount of packets that will be stored in the capture
e buffer and transmitted back via USB cable per time.
[20 pactet =l The packet quantity available to choose for each port
Desarition A/B on the scroll field is 1, 10, 20, 30, 60, 100.
“ou can st the amount of packets that will be stored in the capture
( i N T D G PR After finishing the settings, please click Apply button to
save the configuration, or click Cancel to close window

Hote without saving.

’7 Changing settings here might cause Link Ststus changes and packet loss.

Appy, | i Cancel

*Note: Changing settings in Port Configuration window might cause Link Status changes and packet loss.
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7.1.2.3. Frame gap for USB transferring

Frame gap for TSE transferring

Sefting frame gap for packet transferring via USE Four modes are available in Frame gap for USB

transferring: Fast, Medium, Slow and User Define.
Mode |W'Ef*iuml =] If you choose the User Define option, the Gap scroll
field will be available to scroll down and to choose the
Gap  |128Ente = size of frame gap.

After finishing the settings, please click Apply button to
save the configuration.

Apply

7.1.2.4. Options

— In_ this window, you can set if the_ future warning w_indow
will pop up more often by choosing the Often option, or
@ Often (" Seldom pop up less warning window by choosing Seldom
option.
After finishing the settings, please click Apply button to
save the configuration, or click Cancel to close window
il cancel without saving.

Pop-up swarning swincow will be displayed more often.

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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7.1.3. Statistics

Conter Wind owe
Alarm Report
7.1.3.1. Counter Window
Counter Window
= O |
Save | Update Clear Al
Fort A FortB Fort AB =
Link Status Link Diowen Link Lip [iA
Speed mode [Nt 10M Full i
Tx Packet 72 1] 72
Tx Byte 24912 1] 24,912
Tx Packets Rate 0 0 iy
Tx Line Rate {Mbps) 0.00 0.00 (R
T Utilization{%) 0.0 0.00 I
Rt Packet 0 73 73
R Byte 1] 145,258 245,248
R Packets Rate 1] 0 MIA
Fx Line Rate (Mops) 0.00 0.00 Mg
R Utilization{%) 0.0o 0.00 R
CRC Error 0 1 1
Alignment Errar 0 1] 1]
Dribble bit 1] 1] o
[=] Packet Size Statistics - - -
+- Size : Under Size 0 0 a
+- Size : 64 Byte 0 0 a
+- Size : 65~127 Byte 1] 0 o
+- Size :128~255 Byte 1] il 1]
+- Size : 256~511 Byte 1] 73 73
+- 5ize :512~1023 Byte 1] il 1]
+- Bize :1024~1522 Byte 1] il 1]
L. Size : Over Size 0
[=] Layer 2 Packet Counters - - -
+- Broadcast 0 73 73
+- Multicast 0 0 a
+- Unicast 0 0 0
Lo WLAN 0 o 0
L. Pause 0 0 a
[=] Metwork Layer - -
v IPv4 1 73 73
L. ICMP 0 0 i
L ARP 0 d
+- |P Checksum Errar 0 0
[=] SDFR (Self Discover Filtering Rules)

Slge Click the Save button to save the current counter data.

o The Update button allows you to pause or start the counter operation. If the
Update Update button is shown as the figure on the left, than the counter operation is

paused.

0 If the Update button is shown as the figure on the left, the counter operation is
Update started.
Clem Click the Clear All button to clear the counter data.

ar 411

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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7.1.3.2. Alarm Report

152241 Port B Rx Packet : 23,000 Cver high threshold (1

]
152243 Port B Rx Packet © 25 000 Cver high threshold (1)
122245 Port B Rx Packet ; 27 000 Cver high threshold (1 ).
15:22:47 Port B : Rx Packet : 23,000 Cwver high threshold (1)
1522049 Port B Rx Packet © 25 000 Cver high threshold (1)

<] | 2l

This window will warn you about the over high threshold of the parameter chosen in port configuration,

for more detail about how to set the parameter to be presented on Alarm Report window, please refer to
the 7.2.5. Port AB, Alarm.

The Save button allows you to save the Alarm Report data on a path folder. If you click the Clear All
button, you will clear all the data gathered on this window.
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7.1.4. Control

Captuore Buffer  #
Capture Forward #
Auto Bave *

7.1.4.1. Capture Buffer

(IR =alia e + Standard Mode (2K Size)
Captore Forward  F Jumbo Mode (16E Size)
Auto Bave * -|

Capture Buffer

Standard Mode | Active capture buffer (built-in memory) mode for maximum 2K size packets.
Jumbo Mode | Active capture buffer (built-in memory) mode for maximum 16K size packets.

*Note: the NuDOG-801/802 doesn’t support the Jumbo Mode.

7.1.4.2. Capture Forward

Capture Buffer  » |

Buto Bave P PotB O Lostant
Capture Forward
Block Click this option to see the packets capture status after stopping the counter.
Instant Click this option to see the packets capture status during the operation of the
counter.

*Note: for NuDOG-801/802, the Capture Forward Port A/B Block function can only capture 64 packets.

7.1.4.3. Auto Save

Capture Buffer *
Capture Forwerd ¥

Ao Save Chart Dats
A Tarm Beport
Auto Save
Chart Data Click this option to auto save Chart Data to the Report folder below your

DApps-TAP folder in each 60 min.
Click this option to auto save Alarm Report to the Report folder below your
DApps-TAP folder in each 60 min.

Alarm Report

7.1.5. Languages

v English

Simplified Chiness

Japaness

Languages
English/Simplified | DApps-TAP has 3 different languages for its Ul available. You can set the Ul
Chinese/Japanese | language to English, Simplified Chinese or Japanese.
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7.1.6. Help
About...
Sustern Fequirements
Htramz Web
Log
Help
[i"i-' DAppS-TAP  w1.1b002
-_i_'J Copyright (C) 2011 Xtramus Technologies
All rights resernved
—System Information
hodel NuDOG-100/300
Agent/ Customer Kiramus agent “ " . .
N LIDOGINNN0K An “About” window will pop up and
About MAC DD-22-A2-22-50430 show detailed system information.
DApps_TAP Hardware “ersion v MPOE
APl Yersion +1.0b000
FFGA Yersion v1.0b000
tanufacture Date 20111015
Hiw Type DEMD
HA alid DatefTimes | 0
Si Type DEMO
Shavvalid Date/Times | 0
Operation platform requirements
-- Microsoft YWindows XPMistalT
-~ Pertium 1.6Ghz or bigher A “System Requirements” window will
1,068 of RAM for Windows XP pop up and show the requirements for
1.5G8 of RAM for Windows YistalT your PCI FPGA/FIrmW&rey AP and API
SyStem -- 10GB of available hard disk space version Of the eql'“pment'

Requirements > OK: Click this button to exit the

“System Requirements” pop-up
: Model J FPGA | Firmware | AP ¥Yersion | APl Yersion WindOW.
[ MUDOG-501 wiAb01s  w01k00O7 vl 1h003 v0.9k024

NUDOG-301 w20b000 vOSKO10  vi1k0DS  vO.Ok024
MDOGA0! v20B000 vOSb01Z  vi1h00S  +0.Sh024

OK |

Xtramus Web |Open your default web browser and access Xtramus Website (www.xtramus.com).

riramus Instrument requirements

09:25:52 Language . English

09:25:55: Dema Yersion

092555, -mmmmmmmmm o m oo LOG MESSAGE-----mmmmmmmmmmmemem e
09:33:09: Port Adumbo made

09:33:09: Port BJumbo mode

09:33:0: Port A SDFR Mode (0x00000000) ClleIng this option will pop up a LOG
Log 09:3%.09: Port & Capture Protocol (Dx40000000) window showing the settings that you

09:33:09: Port A Capture Length Mode:3
093308 Port A Capture Lengthvalue:s0 made on DApps-TAP program so far.
09:33:09: Port A SDFR Capture (0000000007

1= 1 . SOFR CHPtUFE CONignnmmmreemmmmmeeeemn

09:33:09: Port B Capture Protocal (0x400000007)
09:33:09: Port B Capture Lencth Mode: 3
N9-33:N9 Pt A Carture | enothiahie: il LI
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7.2. Tool Bar
= (] [ [ A
Fecomnect | Counter TRC A TRC B Chart Port 4B Pourt & Fort B

The Tool Bar contains buttons that allow you to reconnect NuDOG-301C/801/802/101T, view Counter,
view USC A/B, view Chart and Configure Port A/B. Please refer to the section down below for more detail
descriptions regarding to Quick Launch Buttons.

7.2.1. Reconnect

Reconnect

If the USB connection between your PC and NuDOG-301C/801/802/101T is down, a
“Disconnected” icon E¥#i3Disconnected will be shown in “System Connection Status”.

-+
i

neconrect |Press Reconnect button Reconnect to re-establish the connection between your PC and
NuDOG-301C /801/802/101T. If the connection has been established successfully, a
message window will pop up, and the “System Connection Status” will be shown as
“Connected’zk=14 Connected,

7.2.2. Counter

Counter
Counter Window
=) (3} 000
PortA PotB PortAB =
Link Status Link Down Link Up IR
Speed mode A 10M Full A
T Byle 24,912 0 24,812
T Packets Rate 0 o i
Ry Packet 0 73 73
R Byte o 25,258 25,258
RxLine Rate (Mhps) 0.00 0.00 A H
w | If you click the Counter button, the
i 0 0 » | Counter Window will pop up showing
Dribble bit 0 o o
] Packet Size Statistics - - - th t t f th p k t
Connter t- Bize - Uner Size 0 0 . € status o € packets.
- Size : B4 Byte 0 o o
L~ Size :126~255 Byle 0 0 [ F f t I f t
° : K or more information, please refer to
P=i 512~1023 Byte o o o H
e 5 5 .| the 7.1.3.1. Counter Window.
- Size : Over Size 0 o o
=] Layer 2 Packet Counters - - -
Multicast 0 o o
Unicas it o o o
- ; : ;
Pause 0 o o
ICMP 0 o o
ARP 0 o o
=] SDFR (Self Discover Filtering Rules) -

www.xtramus.com sales@xtramus.com , techsuppori@xtramus.com
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7.2.3.USCA & USCB

USC A/B
nter H
Lt i w5 » #==_ Allows you to save the data of
Line Rate (Mbps) Packets Bytes ‘ Broadcast ‘ Mutticast ‘ IPCS Error | CRC Etror | thls WlndOW
oD . .
» Cekl Clear all the data of this window.
e : .
» mezem Hide all the data that is zero.
O o
» smwal Show all the data of this window.
> % Setthe Stream Counter Mode.
; : &
EP— C|ICK the e button to pop up the
- - Setting window. In this window, you may
© iarmallylode: £ Jitey ode modify the Rule (Stream Counter Mode)
o of USC. The chosen mode will be shown
ream Counter Mode X . K
| in the side pointed by the red arrow.
Rule : I 'I
_ % Click the Apply button to save this
Disable . . .
setting or Cancel to close this window
without saving.
el p— | Note: The Operation mode is not available yet.
[E=
UaC 4

—Cperation Mode

= farmalMode. €5 Jitter Mode

_ Stream Counker Mode ————— The left figure shows the Rule (Stream
= Counter Mode) available when you scroll
down the field.

Rule: |[Disable

Base an D&

Disable |Base on 54

Ease an WLAN

Base an YID Prioriky
Base on MPLS

Ease an DIF =

Base on SIP
_|Base on DP

Base on 5P

=] 000 W1 Ay 2

Save  Clear All HideZern Showhl et

vID # Line Rate (Mbps)  Packets Bytes

Broadcast

Multicast ‘ IPCS Errar

CRC Error

1 0.00
0.00

0.00

. After applying your settings made on the
: Setting window, the changes will be
shown on the Port Universal Streams

° | Counter window.

2
3

4 0.00
5 .00
6

7

8

0.00

0.00
0.00

9 000
10 0.00
1 000
12 0.00
13 000
14 0.00
15 000
16 0.00
17 000
18 0.00
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7.2.4. Chart

— Port A > B
(Mbps)
15
0 W -C
s
0d : :
B P 14:47.00 14.47:10 14:47.20 14:47:30
" Port B -> A
(Mbps)
15
10
[]. Tx Line Rate
5 [] RxLineRate
|:|. CRC Error
0 : , :
14:47.00 14.47:10 14:47:20 14:47:30 O [l #sorment Eror
- Vertical Axis ePotA-=8) Vertical Axis (PortB-» &)
Rate (Mbps) @ Auto € User Derine Rate (Mbps) @ Auta € User Define Start Time | |20|1112;|9-,4.:3,5u -I E
winimum: [0 Maxumum . [ 1700 M [ Maxumum . [1000 EndTme: [201nzia s -]
A =
Cheart lD

Click the Chart button to pop up the Chart window shown above. From A bar, you can click

=~
the Llme | putton to see Packets status in line chart as shown in B field. The lines shown in
the chart depends on the parameters chosen in C field.

You can set the Rate of packets to be analyzed in Mbps in D field. If you set in Auto mode,
the Rate will be set under a default setting, if you set in User Define mode, than a Minimum
and a Maximum rate range will be available to modify.

£

You can open a saved chart by clicking the "“Le=d" putton from A bar. When opening a saved
chart, the Start/End Time scroll field from E will be available. The function of Start/End
Time allows you to check the status of the packets of the saved chart in different times.

=y D
The Update button ™ /Updak 3lows you to pause or start the counter operation.
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 Under Size

O 64Byte

W 65~127 Byle
0 128~255 Byte
W 256-511 Byte

(7.57%) ﬁ [7.:54%) ﬁ 0 512~1023 Byte
[g,q.w.]ﬂ / (aam% 0 1024~1522 Byte
B— ~ < 1gsa%) | O Over Size
(11.30% — (1132%)—
w
i

[1501% ——m—— [1506% }0—
Port A->B PortB -> A
—
werlical Axis Scale (PortA-= Bl verlioal s Scale (Port B -x A)
ﬁ Rale (Mbps) & Autc € User Defines Rale (Mbps) & Auto € UserDefine Start Time: [2011712418 144550 vl
Chart Momum: |0 e [ 1070 winiman . [0 Mexurum ;- [1000 End Time: [20111121914.25:50 vl

i i
C D

J'
Click the Lt button as shown in A to view the pie chart in B field. The pie chart shows the
percentage of each captured packet size during the operation of the DApps-TAP.

You can set the Rate of packets to be analyzed in Mbps in C field. If you set in Auto mode,
the Rate will be set under a default setting, if you set in User Define mode, than a Minimum

and a Maximum rate range will be available to modify.

=

=
You can open a saved chart by clicking the L= button. When opening a saved chart, the
Start/End Time scroll field from D will be available. The function of Start/End Time allows

you to check the status of the packets of the saved chart in different times.
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-

&F | O| % %l

Load | Update | Line  Piz

Port A->B

80000000

60000000

40000000

20000000

0 - T |
B BC MC uc VLAN IPv4 e ARP Pause
PortB -> A

80000000

60000000 4

40000000 4

200000004

oL —
BC MC uc VLAN P4 Icme ARP Pause

B —
- Verical Axis Scale (Port A .= B)————————— Verlical Axis Scale (Port B = A)

Rate (Mbps) & fulo € User Defie Rate Mbps) & Auto € User Define Start Tine - |2|111,'12,'1915;4355 -

ﬁ Minimuem ID Maurnum ;. ITUEIJ MinimLam : IU Maumum | 1000 End Time : I2011|‘121'1915c4355 i
Chart [ |

Il
Click the | Bar | button as shown in A to view the bar chart in B field. The Bar chart shows
the rate of network event counts from Port Ato Port B and Port B to Port A. Those includes:
BC (Layer 2 Broadcast), MC (Layer 2 Multicast), UC (Layer 2 Unicast), VLAN, IPv4, ICMP
(Ping), ARP, PAUSE.

You can set the Rate of packets to be analyzed in Mbps in C field. If you set in Auto mode,
the Rate will be set under a default setting, if you set in User Define mode, than a Minimum
and a Maximum rate range will be available to modify.

=
You can open a saved chart by clicking the "L=d button. When opening a saved chart, the
Start/End Time scroll field from D will be available. The function of Start/End Time allows
you to check the status of the packets of the saved chart in different times.
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7.2.5. Port AB

Port AB_Media Type

Media Type |Capture Criteria | Loophack | &larm |

— v At —1_| Force
i 10M Half duplesx ) Foree it Fullldimpes:
100 Full duplex ) Faree ot Fullldupies:
1000 Half cuplex ) Farce i Fulllduples
1000 Full dugles ) Disshle
10000 Full dugles

— RO
e Auto WDKK

' Force MO (MIC side)

" Force MDI-X [=wvitch side) et | Apply Cancel

Port AB
Click the Port AB button to pop up the Port AB configuration interface. In this interface, you
can set the Media type as Auto or Force mode.

The Auto mode enables to choose the rate in 10/200M under Half/Full duplex and 1000M
under Full duplex, but it may be auto modified by the DApps-TAP program to a best rate to
run.

The Force mode enables to choose and fix the transfer rate in 10/100/1000M under Full
duplex.

You can also set MDIX mode here, and click the Set button to save settings made for MDIX
mode:

> If you set Auto MDIX mode, the DApps-TAP will auto sense the direction of Tx/Rx for
signal connection between NuDOG-301C/801/802/101T with NIC/Switch side.

» You can choose Force MDI (NIC side) to force the direction of the Tx/Rx signal based
on NIC side.

» You can choose Force MDI-X (Switch side) to force the direction of the Tx/Rx signal
based on Switch side.

Click the Apply button to save the settings, or Cancel button to recover to the default
configuration.
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Port AB_Capture Criteria

.Mf:fTTT mlllpll In the Protocol interface, If you click the
rotocol | SDFR | Result . .
- ot ks Capture all packets function, you will
etk =z @nable the DApps-TAP to capture all
¥ Broadcest [~ Ethernetl [~ snap [ TP . .
¥ Mutticast I ARP ™ eroU I Uk pac ketS Crltena.
¥ Unicast ™ IPvd ™ Mone IPvd ™ FTP
™ wian Il I~ Pw# with extension header [ RTP If yOU Close the Capture a” paC kets
II: CRC error 'I: IPX [ IPv4 checksum error 'I: QSPF fu nCtiOn, than the Crlterla from MAC,
Qvwer Size ICHP RSVP . .
S N B Network and Protocol will be available
I ause pace to choose.
[rmmes—— e o The Packet length filter allows you to
[\ Fitter length (Bytes) [squsl - E .
i s as equal, less ,
= filter packets as equal, less than

greater than and not equal to a range of
packets of 52~16384 bytes.

e oot | arm | SDFR (Self-Discover Filtering Rules).
- Rule Setting
[4 pa =]
= o4 [snae [ef|[wmmoomosm If you closed the Capture all packets
b d l——' function in the Protocol interface, the
O sF Single T = . . .
D= N o | R SDI_:R interface will be available for
Port LB E st @ oo S0 0 0 o settings.
o S e | R The SDFR interface allows you to
0 choose a single or multiple criteria for
O D&, Destination MAC Address .
[ DF&sk ] | s Source MAC Address Capturlng paCketS
D DiP & DPort WID: WLAM D
[ DIP & SPort DiP: Destination IP Address
[ =P &DPort SIP: Source IP Address
[ =P &SPart DPort: Destination Port
» DIF & SIP & DPort _}'LI Sport: Source Port

Media Type  Capture Criteria |L00pback| Alarm |
Protocol | SDFR  Resut |

{ Broadcast + Multicast + Unicast )

+ .

( Filter length = 60 ) It shows the result of capture criteria by
+ user's selection.

(DA +SA +YID )

+

DA (Single) © 00-00-00-00-00-00

54 (Single] © 00-00-00-00-00-00

WVID (Single) 0

*Note: Packet loss is possible if the captured traffic is higher than traffic allowed for USB port.
*Note: For SDFR items, you can tick the items that act as criteria. When you tick one option, some other options will
be gray. It means the option what you tick has covered the range of those options in gray.
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Port AB_Loopback

Melia Type | Capture Criterla Loophack |A\arm |

- Loophack Status

€ Layer 1 Loophack Mode

€ Layer 2 Loophack Mode

7 Single-End Moz

In TAP mode, NUDOG-100/300 aceess and monftor
dater streams flowing across twa network ports
without interfering the network

Apply

MNuDOG-100/300 series

Network

\. Network

If you choose the TAP mode on
Loopback interface, the NuDOG-301C,
NuDOG-801/802 and NuDOG-101T
operates like a hardware device that
provides a method to access and
monitor the data streams flowing across
two network ports without intruding the
running network.

—Loophack Status

Media Typs | Capture Criteria  Loopback |Alsrm |

" TAP mode

" Laysr 2 Loophack Mode

" Single-End Mode

In Layer 1 Loophack motle, NUDOG-100/300 fiter
out broadcast, mulli-cast and null DA (Destination
Address) packets of incoming data streams, and
resend it back to the same connection port

Apply

Packet
Generator

NuDOG-100/200 seres

\?

-

Port AR

Physical Layer Loopback

If you choose the Layer 1 Loopback
Mode on Loopback interface, the
NuDOG-301C, NuDOG-801/802 and
NuDOG-101T filters out broadcast,
multicast and null DA (destination
address) packets of incoming data
streams, and then resends them back to
the same connected port.

- Loopheack Status

Media Type | Capturs Criteria  Loopback |A\srm |

" TAP mode

€ Layer 1 Loophack Mods

In Layer 2 Loopback mode, NUDOG-100/300 fitter
out broadeast, muti-cast and null DA (Destination
Addls5=) packets of incoming data strsams,
resend it hack to the same connection port with
swapped DASA (Destination/Source MAC
Address) and recalculsted CRC

If you choose the Layer 2 Loopback
Mode on Loopback interface, the
NuDOG-301C, NuDOG-801/802 and
NuDOG-101T filters out broadcast,
multicast and null DA (destination
address) packets of incoming data
streams, and then resends them back to
the same connected port with swapped
DA/ SA (destination / source MAC
address) and recalculated CRC.

Loophack Statu

Media Type | Capture Criterla  Loophack |Alsrm |

" TAP mode
" Layer 1 Loophack Mods

€ Layer 2 Loopback Mode

In ldle mode, the selected ports will be idis. A1
transmitting and/or receiving data streams
thraugh these ports are disabled.

If you choose the Single-End Mode on
Loopback interface, the selected ports
are idle that all transmitting and/or
receiving data streams via these ports
are disabled.
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Port AB_Alarm

Media Type I Capture Criteria I Loaphack Alarm |

—&larm Setup

Enable | ltem (packet per Second) | Threshold =
Fix Packet

Rate (Mbps)
CRC Error
Aligniment Error
Cribble kit
Broadcast
IR

ODooogod

E

Pausze Packet
SDFR-D,
SDFR-ZA,
Port LB SDFR-VID
SOFR-DIP

SDFR-SIP

o o o o o o o - o o o o o o O

1|P|1|P|1|P|1|b|1|P|1|P|<|P|1|P|1|b|1|P|1|P|<|P|1|b|1|b|1|h

Ooooood

SDFR-DPort

[
Spply |

In the Alarm interface, you can choose the alarm threshold to be displayed on the alarm

report. When the check box is ticked as‘z, these alarm criteria are enabled if the network
event of the running network is beyond the threshold.

Click A or V¥ of j button to increase or decrease the value of threshold as the limit to
starting the alarm report.

When the network traffic flows through this device and the network event triggers the alarm
threshold, the alarm condition is registered in alarm report.

The Settings of oH4E

criteria. If you want to configure Port A and Port B at different packets capture criteria, please choose the

2 2,

Port & Fort B
and

will configure the Port A and Port B at same time with the same packets capture

to configure separately with different packets capture criteria.
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7.3. System Info/Configuration List

=g i
= @ Svstem Information

..... @ S/ - 0IDOG30000KE

..... £ MAC : 00-22-472-22-X¥-XX

5@ Fort 4 & Fort B

----- Caphire Criteria

----- Loophack

..... A larm

= FPgPort &

- Media Config : Auto 108 Full

= Media Status

P O Link : Link Tp

10 $peed : 100 Full

----- Capture Criteria
----- Captore Buffer Mode : Stand ard
----- Captore Forward Mode ; Block
----- Loopback : TAP Mode
----- Alarm ; Off
=¥ Port B

v Media Config - Auto 10M Full
S Media Statns
P {:} Link : Link Up

10 Speed : 100 Full

----- Caphare Criteria

----- Captore Buffer Mode : Standard
----- Capture Forward Mode : Block
----- Loopback : TAF Mode

----- Alarm ; Off

= Report

----- TEC A D4

----- TR B Dimble

The System Info/Configuration List allows you to view system information and making port
configurations.
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7.3.1. System Information

=1 4 Swstemn Information
e B DEDOG1010012

fe iy MAC - 00:22:42:21 5000

By clicking the System Information on the System Info/Configuration List, the System Information
screen will be shown on the Main Display Screen located on the right side of DApps-TAP’ main window.

hadel MubCGE-101

Agent ! Customer | =tramus agent

= OkDOGI000m 2

AT 00:22A2:21:80:00

Hardware “Yersion | v.0.10

AP Wersian w0.89B011 2011/06/17

FFGA Wergion w1.4B000 2011/09/06

banufacture Date | 2009,/0101 00:00

Twpe Mormal
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7.3.2. Port A& Port B

Elaaa FPort & & Port B
Captore Criteria

. Loopback

P Alarm

Media Type, Capture Criteria, Loopback and Alarm

By clicking the Port A & Port B on the System Info/Configuration List, the Port A & Port B
Configuration screen will be shown on the Main Display Screen located on the right side of
DApps-TAP’ main window, allowing you to make settings for NuDOG-301C /801/802/101T ports.

Those settings include the Media Type, Capture Criteria, Loopback and Alarm related to |

For more detail description about Port A & Port B Configuration, please refer to 7.2.5. Port AB.

teclia Type |Capture Criteria | Laophack | Alarm |

— v Auto —1| Force
= 10M Half duplesx () Foree 1t Ful diplex
= 10k Full duplex (= Foree i Full duple:
= 100M Half duplex {1 Forze 000N Fullduplex
= 100M Full duples = Dizakle
f* 1000M Full duplex

— MOl
& Auto MDIY

= Force MD|EMIC gide)

' Force MDI-X (Switch sice) Set | Spply I Cancel
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7.3.3. Port A/ Port B

-2, R

----- Media Config : Auto 100k Full
=) Media Statns

----- () Link : Link Up

10 Speed : 10M Full

----- Captore Criteria

----- Capture Buffer Mode : Standard
----- Captore Forward Mode ; Tnstant
----- Loopback : TAFP mode

----- Alarm : Off

7.3.3.1. Media Type, Capture Criteria, Loopback and Alarm

By clicking the Port A or Port B on the System Info/Configuration List, the Port A or Port B
Configuration screen will be shown on the Main Display Screen located on the right side of
DApps-TAP’ main window, allowing you to make settings for NuDOG-301C /801/802/101T ports.

Those settings include the Media Type, Capture Criteria, Loopback and Alarm related to % and

et Besides, the change on the status of Media Type, Capture Criteria, Loopback and Alarm are
also shown in the System Info/Configuration.

For more detail description about Port A or Port B Configuration, please refer to 7.2.5. Port AB.

Media Type |Capture Criteria I Loaphack I Alarm I

= —1 Force
= 10M Half duples € Foree 10 Fulldinles:
= 10M Full duples: € Foree 00| Full diplEs:
= 100M Half duplex () Foree OO Fulldples:
= 100M Full duplex: | Dizzhle
£+ 1000M Full duples

—MDIX
& futo MDIX

= Force MDI (MIC side)

= Force MDI-¥ (Switch side) Set | Apply I Cancel

7.3.3.2. Media Status
By clicking the Media Status on the System Info/Configuration List, it will show the status of Link,
Speed, Mode, Type, Flow Control and Rate Control.

Link Link Up
Speed 10M

Mode Full-dulpex
Type Copper
Flowe Control On

Rate Contral Ot
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7.3.3.3. Capture Buffer Mode and Capture Forward Mode

Port A . Capture Window

- Instant
A_ﬂPackaﬁ 3 CamuredPacketﬂs:UI [T AutoSave  Status I Save I StarlCaﬁIureI SlopCanture. _B
No Defta Time(us)|, -°"oth Destination Source |VLAN Protocol DIP | sip ‘
. Cwith CRC)
1 346 FF FF FF FF FF FF o013 46 83 7E 35 [T 1Pt 255 255 255 255 onoo
2 4005553440 346 FF FF FF FF FF FF 00134683 7E35 A IPvd 255.255.255.255 0004
3 457B715 920 346 FF FF FF FF FF FF 0013 46 83 7E 35 [ 1Pt 255 255 255 255 ononoo
e L [ Value 0000 FF FF FF FF FF FF 00 13 46 B3 7E 35 08 00 45 00
= Ethernet 1T 0010 01 48 01 11 00 00 FE 11 B 94 00 00 00 00 FF EF
Destination FF-FF.FF FEFF FF 0020 FF FF 00 44 00 43 01 34 CD F3 01 01 06 00 00 02
Source 00:13:46 B37E 35 0030 36 D6 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Typs 00200 0040 00 00 00 00 00 00 00 13 46 B3 7E 35 00 00 00 00
= INTERNET 0050 00 00 00 00 40 00 00 00 00 00 00 00 00 40 00 00
- Version et 0060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
- Length 5 0070 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00
- Typs of Servics 000 0080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
- Totalength 1145 0050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
 emtifiaion el 0040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
- - o 00BE0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 _E
00CO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
- Fragment oifeet 010 0000 DO 00 00 A0 00 DO 00 00 00 00 00 00 0O 00 00 an
- Time 1o Live 0FE DOE0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0D
- Protocol (111 UDP, Tser Datagram Protocol 0O0F0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
- Header checksum xBAD4 0100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
~ Soures IP Addrsss 00,00 0110 00 00 00 00 00 00 €3 82 53 63 35 01 01 OC 07 58
- Destination IP 4ddress 255.255.255.255 0120 54 47 2D 31 30 31 37 07 01 OF 03 06 1F 21 2B FF
=+ UDP, User Datagrom Protocol 0130 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
- Souree Port 00044 DECP_Client 0140 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00
. Diestinstion Port (241043 DHCP Server 0150 00 00 00 00 00 00 DO 77 78 EA
~ Length 00134
- Checksum 0:CDF3
DHCP, Dymamic Host Configuration Protocal

A: This field shows the number of packets and number of captured packets.
B: If you set Capture Forward Mode under Instant mode, this field will be available for settings:
> You can enable Auto Save by clicking the check box, and see the status of captured packets on
a designated folder by clicking Status button. Or you can save the instant status by clicking the
Save button.

> You can also initiate the packets capture operation by clicking Start Capture button, and stop the
packets capture operation by clicking the Stop Capture button.

C: In this field, you can check the status of each captured packet based on the order of packet (No.),
Delta Time(us), Length(with CRC), Destination/Source MAC address, VLAN, Protocol and
Destination/Source IP.

D: This field shows the packet/frame view items, such as Ethernet Il. User can click * to expend the
sub-tree on the Item Name column, and see the value of network frame on the Value column.

E: Shows the data based on the field C.

7.3.4. Report: USC A/B

Elﬁ FEeport
UsC 4 Do
USC B : Disable

The Report shows the Rule chosen on the Stream Counter Mode settings for each USC A and USC B.
Please refer to the 7.2.3. USC A & USC B for more details.
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7.4. Control Buttons/ Operating Status Icon

7.4.1. For TAP mode

I:Furwan:ll ﬁSTDF‘ I @

The Control Buttons allow you to start/stop tasks, and the Operating Status Icon indicates if there’s a
task running.

Start task
Stop task

@ Not operating
@ Operating

7.4.2. For Layer 1/Layer 2 Loopback mode and Single-End mode

The Control Buttons allow you to start/stop tasks, and the Operating Status Icon indicates if there’s a
task running.

Loo
I~—r_.> I:IaFll:k I

Start task
Stop task

Not operating

e

Operating

@
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8. Appendix — Other Utility Softwares for NuDOG-301C/801/802/101T
There are several other optional utility softwares for NuDOG-301C/801/802/101T for different kinds of test
requirements. The following section contains brief descriptions of these utility softwares.

DApps-2544: Test Suite Based on RFC 2544

DApps-2544 is a user-friendly and automatic test suite based on industry-standard RFC 2544, It generates
and analyzes packets to evaluate the Throughput performances, Latency, Packet Loss, and Back-to-Back
of Ethernet switches or routers via this device. The real-time test results display and customized report
provides an effective way when examining the DUT.

DApps-SG: Control Suite for Multiple Streams Generator

DApps-SG provides a powerful and sophisticated virtual front control panel to manage this device. Two test
ports can be configured independently with parameters to define multiple streams and capture capabilities.
Traffic for various network protocols can be customized, transmitted, and received on each port.
Comprehensive statistics give users an in-depth analysis of the DUT performance.

DApps-NIC: Network Interface Card Simulation Suite

NuDOG-301C/NuDOG-801/802/NuDOG-101T has a mini-USB port for PC connection. In addition to
network TAP, system control and system upgrade functions.
NuDOG-301C/NuDOG-801/802/NuDOG-101T can also be used as a network interface card. With control
software and NuDOG-301C/NuDOG-801/802/NuDOG-101T’s hardware conversion, network data streams
can flow between NuDOG-301C/NuDOG-801/802/NuDOG-101T’s USB and network port.

DApps-2889: Test Suite Based on RFC 2889

DApps-2889 is a user-friendly and automatic test suite based on industry-standard RFC 2889 (partial) to
test the DUT. RFC 2889 provides methodology for benchmarking for local area network (LAN) switching
devices, forwarding performance, congestion control, latency, address handling and filtering. It extends the
methodology already defined for benchmarking network interconnecting devices in RFC 2544,
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